Data Communication and Computer Networks

1. Data Communication

Data communication is the process of transferring data between two or more
devices through a transmission medium such as a wire cable or wireless
connection.

1.1 Components of a Data Communication System

Sender: The device that sends the data (e.g., computer, smartphone).

Receiver: The device that receives the data (e.g., another computer,
printer).

Transmission Medium: The physical path used to transfer data (e.g.,
cables, fiber optics, or wireless signals).

Message: The actual data being communicated (e.g., text, audio, video).

Protocol: A set of rules that govern the communication process (e.g.,
TCP/IP).

1.2 Modes of Communication

Simplex: Communication is unidirectional, like a one-way street (e.g.,
keyboards to computers).

Half-Duplex: Communication is bidirectional but one direction at a time
(e.g., walkie-talkies).

Full-Duplex: Communication is bidirectional and occurs simultaneously
(e.g., phone calls).

2. Analog and Digital Signals

Analog Signals: Continuous waveforms that vary over time (e.g., radio
signals).

Digital Signals: Discrete waveforms, often represented in binary (0Os and
1s).



3. Channels
o Noiseless Channel: Ideal communication channel with no interference.

o Noisy Channel: Real-world channel where interference or noise affects
the signal.

4. Bandwidth, Throughput, and Latency

o Bandwidth: The maximum amount of data that can be transmitted in a
given time (measured in bits per second, bps).

o Throughput: The actual amount of data transferred over the network.

« Latency: The time it takes for data to travel from the sender to the
receiver.

5. Transmission Types
« Digital Transmission: Data is sent in binary form (e.g., Os and 1s).

« Analog Transmission: Data is sent using continuous signals.

6. Data Encoding and Modulation Techniques

« Data Encoding: The process of converting data into a suitable form for
transmission.

o Examples: NRZ (Non-Return to Zero), Manchester encoding.
o Modulation Techniques: Changing a carrier signal to encode data.
o Types:

»  Amplitude Modulation (AM): Varying the signal's
amplitude.

= Frequency Modulation (FM): Varying the signal's frequency.

» Phase Modulation (PM): Varying the signal's phase.

7. Broadband and Baseband Transmission



« Broadband: Data is transmitted over multiple frequencies (e.g., DSL,
cable TV).

« Baseband: Data is transmitted over a single frequency (e.g., Ethernet).

8. Multiplexing

The process of combining multiple signals for transmission over a single
medium.

o Types:

o Time-Division Multiplexing (TDM): Allocates time slots to multiple
signals.

o Frequency-Division Multiplexing (FDM): Allocates different
frequency bands.

o Wavelength-Division Multiplexing (WDM): Used in fiber optics.

9. Transmission Media

o Wired Media:
o Twisted Pair Cables (e.g., telephone wires).
o Coaxial Cables (e.g., cable TV wires).
o Fiber Optic Cables (high-speed internet).

o Wireless Media:
o Radio Waves (Wi-Fi, Bluetooth).
o Microwaves (satellite communication).

o Infrared (remote controls).

10. Transmission Errors
Errors occur when the transmitted data is altered during transmission.

o Types:



o

o

Single-Bit Error: Only one bit is altered.

Burst Error: Multiple bits are altered.

11. Error Handling Mechanisms

o Error Detection:

o

@)

Parity Check: Adds an extra bit to detect errors.
Checksum: Sums up data blocks for error verification.

Cyclic Redundancy Check (CRC): Uses polynomial division for
detection.

e Error Correction:

o

@)

Hamming Code: Corrects single-bit errors.

Automatic Repeat Request (ARQ): Resends data if an error is
detected.

1. Network Topologies

Network topology refers to the physical or logical arrangement of devices and
cables in a network. It defines how different devices are connected and how
data flows through the network.

« Types of Network Topologies:

o

Bus Topology: All devices are connected to a single central cable
(the bus). Data is transmitted in both directions along the bus.

Star Topology: All devices are connected to a central device (e.g.,
a hub or switch). Data passes through the central device.

Ring Topology: Devices are connected in a closed loop. Data
circulates in one direction around the ring.

Mesh Topology: Every device is connected to every other device.
Provides high redundancy and fault tolerance.

Tree Topology: Combines characteristics of star and bus
topologies. Devices are connected in a hierarchical structure.



o Hybrid Topology: A combination of two or more different

Network Models:

2. Local Area Network (LAN)

A Local Area Network (LAN) is a network that covers a small geographic area,
like a home, office, or building.

o Characteristics:
o High data transfer speeds (up to gigabits per second).
o Short-range (usually up to a few kilometres).
o Uses wired (Ethernet) or wireless (Wi-Fi) connections.
o Common in offices, schools, and homes.
« Advantages:
o Fast data transmission.
o Easy sharing of resources (e.g., printers, files).
o Lower cost of setup and maintenance.
« Disadvantages:
o Limited coverage range.

o Security issues if not properly secured.

3. Metropolitan Area Network (MAN)

A Metropolitan Area Network (MAN) is a network that spans a city or a large
campus. It is larger than a LAN but smaller than a WAN.

« Characteristics:
o Covers a city or a group of buildings.

o Can connect multiple LANs within the area.



o Medium-range data transmission speeds (higher than LAN, but
lower than WAN).

o Often uses fibre optics or leased lines for communication.
« Advantages:
o Higher coverage than LANs.

o Suitable for large organizations, universities, and government
buildings.

o Allows faster and more reliable internet access.
» Disadvantages:
o Expensive to deploy and maintain.

o Can be affected by local congestion and outages.

4. Wide Area Network (WAN)

A Wide Area Network (WAN) is a network that covers a large geographic area,
often spanning countries or even continents.

« Characteristics:

o Very large coverage, often across multiple cities, regions, or
countries.

o Utilizes public and private transmission channels like leased lines,
satellite links, and fibre optic cables.

o Data transmission speeds can vary significantly depending on the
medium.

« Advantages:

o Connects geographically dispersed offices, businesses, and
organizations.

o Supports internet access, email, and remote work.
» Disadvantages:

o High cost of setup and maintenance.



o Latency and bandwidth issues can occur over long distances.

o Can be less reliable due to the use of public communication
channels.

5. Wireless Networks

Wireless networks allow devices to communicate without the need for
physical cables, using radio waves or infrared signals.

« Types of Wireless Networks:

o WIi-Fi: Wireless local area networks (WLANSs) that provide high-
speed internet and local network access in homes, offices, and
public places.

o Bluetooth: Short-range wireless technology used for connecting
devices like headphones, smartphones, and laptops.

o Cellular Networks: Mobile phone networks, including 4G and 5G,
provide wireless communication across cities, regions, and even
entire countries.

o Satellite Networks: Use satellite communication to provide
internet services in remote or rural areas.

« Advantages:

o Mobility and flexibility for devices to connect without cables.

o Quick and easy setup.

o Enables communication in hard-to-reach places (e.g., rural areas).
» Disadvantages:

o Lower speeds compared to wired networks.

o Prone to interference and signal loss.

o Security concerns, as wireless signals can be intercepted.

6. Internet



The Internet is a global network of interconnected computer networks that
enables communication and access to information worldwide.

o Characteristics:

o A global network connecting millions of private, public, academic,
business, and government networks.

o Uses the Internet Protocol (IP) to route data between devices.

o Supports a wide range of services such as browsing, email, social
media, cloud computing, and online gaming.

« Advantages:

o Global connectivity and easy access to vast amounts of
information.

o Facilitates communication, education, and business across the
world.

o Supports online services like streaming, e-commerce, and remote
work.

« Disadvantages:
o Security risks such as hacking, malware, and phishing attacks.
o Data privacy concerns and unauthorized access.

o Over-reliance can lead to a lack of face-to-face interactions.

1. Physical Layer:
o Responsible for transmitting raw binary data (Os and 1s) over a
physical medium (e.g., cables, fiber optics).
o Deals with hardware components like cables, switches, and NICs.
o Protocols: Ethernet (physical aspects), USB.
2. Data Link Layer:
o Ensures error-free data transfer between two directly connected
nodes.
o Divided into:
= Logical Link Control (LLC): Manages error control and
flow control.
- Media Access Control (MAC): Manages access to the
physical transmission medium.
o Protocols: Ethernet, Wi-Fi, PPP.



3. Network Layer:
o Handles logical addressing and routing of data packets across
networks.
o Determines the best path for data delivery.
o Protocols: IP (Internet Protocol), ICMP, ARP.
4. Transport Layer:
o Ensures reliable data transfer between devices.
o Manages segmentation, reassembly, and error detection.
o Protocols: TCP (Transmission Control Protocol), UDP (User
Datagram Protocol).
5. Session Layer:
o Manages sessions or connections between applications.
o Handles session creation, maintenance, and termination.
o Protocols: NetBIOS, PPTP.
6. Presentation Layer:
o Translates data between the application layer and the network.
o Handles data encryption, compression, and formatting.
o Protocols: SSL/TLS, JPEG, ASCII.
7. Application Layer:
o Provides network services directly to end-users and applications.
o Protocols: HTTP, FTP, SMTP, DNS.

3. TCP/IP Protocol Suite

The TCP/IP (Transmission Control Protocol/Internet Protocol) model is a
4-layer network model used in practical applications like the internet.

TCP/IP Layers:

1. Network Interface Layer:
o Combines the OSI model’s physical and data link layers.
o Responsible for transmitting data over the physical medium.
o Protocols: Ethernet, Wi-Fi.

2. Internet Layer:
o Handles logical addressing and routing of packets.
o Protocols: IP, ICMP, ARP.

3. Transport Layer:
o Provides reliable or unreliable data transfer between devices.
o Protocols: TCP (reliable) and UDP (unreliable).

4. Application Layer:
o Combines OSI’s application, presentation, and session layers.
o Protocols: HTTP, FTP, SMTP, DNS.



4. Address Types
Addresses in networking are used to identify devices at various layers.

Physical Address:
o Also called a MAC Address (Media Access Control).
o Used at the data link layer.
o Example: 00:1A:2B:3C:4D:5E.
Logical Address:
o Used at the network layer.
o Example: IP Address (192.168.1.1).
Port Address:

o Used at the transport layer to identify specific processes or
services.

o Example: Port 80 (HTTP), Port 443 (HTTPS).

Specific Address:
o Application-level addresses like URLS or email addresses.
o Example: www.google.com, user@Qexample.com.

5. Switching Techniques

Switching is the process of transferring data from one device to another in a
network.

« Types of Switching:
1. Circuit Switching:
= A dedicated communication path is established between two
devices.
Example: Traditional telephone networks.
Pros: Reliable and consistent connection.
Cons: Inefficient use of resources during idle times.
2. Packet Switching:
Data is divided into packets, which are routed independently.
Example: The Internet.
Pros: Efficient use of bandwidth and resources.
= Cons: Packets may arrive out of order.
3. Message Switching:
= Entire messages are sent from one device to another, stored
temporarily, and forwarded.



- Example: Email systems.
= Pros: No need for a dedicated path.
= Cons: High latency due to storage and processing.

Functions of OSI and TCP/IP Layers:

1. Framing

« Definition: Framing is the process of dividing data streams into smaller,
manageable units called frames, making it easier for error detection and
reliable communication.

« Responsible Layer: Data Link Layer.
e Functions:
o Defines the start and end of the data.

o Adds headers and trailers to identify and manage the frame.

2. Error Detection and Correction
« Definition: Techniques to identify and fix errors in transmitted data.
o Mechanisms:
o Error Detection:
= Parity Check.
= Cyclic Redundancy Check (CRC).
= Checksum.
o Error Correction:
= Automatic Repeat Request (ARQ).

= Forward Error Correction (FEC).

3. Flow and Error Control

« Flow Control:



o Ensures that the sender does not overwhelm the receiver with
data.

o Techniques:
= Stop-and-Wait.
= Sliding Window Protocol.
« Error Control:
o Detects and retransmits lost or corrupted frames.
o Techniques:
= Positive Acknowledgment.

= Negative Acknowledgment.

4. Sliding Window Protocol

« Definition: A flow control mechanism where multiple frames are sent
before receiving acknowledgment for the first frame.

o Advantages:
o Increases efficiency by utilizing available bandwidth.

o Reduces idle time between sender and receiver.

5. High-Level Data Link Control (HDLC)

« Definition: A protocol for the data link layer used for error detection,
flow control, and framing.

« Features:
o Supports point-to-point and multipoint communication.

o Uses a frame structure with headers and trailers.

6. Multiple Access Techniques



« Definition: Methods to share a communication medium among multiple
devices.

1. CSMA/CD (Carrier Sense Multiple Access with Collision Detection):
o Used in wired Ethernet.
o Devices sense the medium before transmitting.
o Handles collisions by retransmitting after a random delay.

2. CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance):
o Used in wireless networks (e.g., Wi-Fi).

o Avoids collisions by waiting for a clear channel before sending
data.

3. Reservation:

o Devices reserve a specific time slot for communication.
4. Polling:

o A central controller asks devices if they want to transmit data.
5. Token Passing:

o Atoken circulates in the network, and only the device holding the
token can transmit.

6. FDMA (Frequency Division Multiple Access):

o Allocates different frequency bands to different devices.
7. CDMA (Code Division Multiple Access):

o Assigns unique codes to devices for simultaneous communication.
8. TDMA (Time Division Multiple Access):

o Divides the communication channel into time slots for each
device.

7. Network Devices

o Switch: Connects devices in a LAN and forwards data based on MAC
addresses.



Router: Routes data between different networks using IP addresses.
Hub: Broadcasts data to all devices in a network.
Bridge: Connects and filters traffic between two LAN segments.

Gateway: Converts data formats and protocols for communication
between networks.

8. Backbone Networks

Definition: A high-speed central network connecting various smaller
networks.

Purpose:
o Ensures faster data transfer between networks.

o Reduces congestion.

9. Virtual LANs (VLANSs)

Definition: Logical segmentation of a physical network into smaller,
isolated networks.

Benefits:
o Increases security.

o Improves network performance.

IPv4 Structure and Address Space

1. IPv4 Address Structure

Definition: A 32-bit address divided into four octets, separated by dots.

Example: 192.168.1.1.

2. Address Classes

Classful Addressing:



o Divided into five classes (A, B, C, D, E).
o Example:
« Class A: 1.0.0.0 to 126.0.0.0.
= Class B:128.0.0.0 to 191.255.0.0.
» Class C: 192.0.0.0 to 223.255.255.0.
o Classless Addressing:
o Uses CIDR (Classless Inter-Domain Routing).

o Example: 192.168.1.1/24 (24 indicates the subnet mask).

3. Datagram, Fragmentation, and Checksum

« Datagram: A unit of data sent over the network, containing headers and
payload.

« Fragmentation: Divides large datagrams into smaller fragments for
transmission.

o Checksum: Ensures data integrity by verifying transmitted data.

4. IPv6 Packet Format
« Definition: A 128-bit addressing scheme for larger address space.
o Features:
o Simplified header.
o Supports auto-configuration.

o Eliminates the need for NAT (Network Address Translation).

5. Address Mapping (ARP)

« Definition: ARP (Address Resolution Protocol) maps an IP address to its
corresponding MAC address.

e Process:



o Sends a broadcast request.

o Receives the MAC address from the target device.

6. Direct and Indirect Delivery

« Direct Delivery: Occurs when the source and destination are on the
same network.

o Indirect Delivery: Occurs when the source and destination are on
different networks, requiring a router.

Routing Algorithms
» Definition: Algorithms to find the best path for data packets.
o Types:
1. Distance Vector: Calculates the shortest path based on distance.

2. Link State: Builds a complete map of the network to determine
the best path.

Transport Layer Protocols

1. TCP (Transmission Control Protocol)
o Features:
o Reliable, connection-oriented protocol.
o Provides flow control and error control.
o Functions:
o Ensures data delivery in sequence.

o Uses three-way handshake for connection establishment.

2. UDP (User Datagram Protocol)



o Features:

o Connectionless and unreliable.

o Fast but does not ensure delivery.
o Functions:

o Used in real-time applications like video streaming and gaming.

3. SCTP (Stream Control Transmission Protocol)
o Features:
o Combines features of TCP and UDP.
o Supports multiple streams in a single connection.
o Functions:

o Provides robust error and congestion control.

Flow, Error, and Congestion Control

1. Flow Control
« Manages the pace of data transmission to prevent buffer overflow.
o Techniques:
o Stop-and-Wait.
o Sliding Window.

2. Error Control

o Ensures accurate data delivery through retransmissions and
acknowledgments.

o Techniques:
o ARQ.
o CRC.



3. Congestion Control

Prevents network congestion by managing traffic.

Techniques:

o

o

TCP Congestion Control (Slow Start, Congestion Avoidance).

SCTP Congestion Control.

World Wide Web (WWW)

Uniform Resource Locator (URL)

Definition: A URL is a string that provides the address of a resource on
the Internet. It specifies where the resource is located and how to access

it.

Structure: The URL consists of several components:

1.

Protocol: Specifies the method of accessing the resource. Common
protocols are http, https, ftp, etc.

- Example: https://
Domain Name or IP Address: Identifies the server where the
resource is stored.

- Example: www.example.com
Port Number (optional): Specifies the port on the server for the
protocol to use.

- Example: : 80
Path: Defines the specific resource or file on the server.

- Example: /images/photo.jpg
Query String (optional): Provides parameters for dynamic content
generation.

- Example: ?id=123&name=test
Fragment (optional): Refers to a specific section within the
resource.

- Example: #sectionl

Example of a complete URL.:

bash

Copy code



https://www.example.com:8080/images/photo.jpg?id=123&
name=test#sectionl

Domain Name System (DNS)

« Definition: DNS is a system that translates domain names into IP
addresses, enabling users to access websites using human-readable names
instead of numeric IP addresses.

« Components:

1. Domain Names: Human-readable names for websites (e.g.,
WWw.example.com).

2. DNS Servers: Servers that store the domain name to IP address
mappings and resolve requests.

Primary DNS Server: Responsible for storing the
authoritative records for domain names.
Secondary DNS Server: A backup server for redundancy.

3. DNS Records:

DNS Resolution:

A Record (Address Record): Maps a domain name to an
IPv4 address.

AAAA Record: Maps a domain name to an IPv6 address.
CNAME (Canonical Name Record): Points a domain to
another domain.

MX (Mail Exchange Record): Specifies the mail servers
for a domain.

NS (Name Server Record): Specifies the DNS servers for a
domain.

PTR Record: Used for reverse DNS lookups (maps IP
addresses to domain names).

« Process: The process of mapping domain names to IP addresses and vice

versa.

1. Mapplng Domain Names to IP Addresses:

When you type www .example . com in your browser, the
browser sends a query to a DNS server to resolve the domain
name into an IP address.

The DNS server responds with the corresponding IP address
(e.0., 93.184.216.34).

2. Mapping IP Addresses to Domain Names:



Reverse DNS lookups are used to resolve an IP address to a
domain name (e.g., 93.184.216.34 might resolve to

www.example.com).

Electronic Mail (Email) Architecture

« Definition: Email architecture refers to the components and protocols
used to send, receive, and store email messages over a network.
« Components:
1. Mail User Agent (MUA): The email client that the user interacts
with (e.g., Microsoft Outlook, Gmail).
2. Mail Transfer Agent (MTA): A server responsible for
transferring email between mail servers (e.g., Postfix, Sendmail).
3. Mail Delivery Agent (MDA): A server responsible for delivering
email to the recipient’s mailbox (e.g., Dovecot).
4. Mailbox: A storage area on the server where the emails are saved.

Email Flow:

1. Sender's MUA sends an email to the Sender's MTA.

2. The Sender's MTA forwards the email to the Recipient's MTA.
3. The Recipient's MTA delivers the email to the Recipient's MDA.
4. The Recipient's MUA retrieves the email from the mailbox.

Email Protocols

1. SMTP (Simple Mail Transfer Protocol)
o Purpose: Used for sending and relaying outgoing emails from the
client (MUA) to the server or between servers (MTA).
o Functionality:
Ensures the delivery of emails to the recipient's mail server.
Operates over TCP port 25 (SMTP over SSL/TLS operates
over port 465 or 587).
o Process:
The sender's MUA sends the email to an SMTP server.
The SMTP server forwards the email to the recipient's server
or another SMTP server until the recipient's MDA is
reached.
2. POP (Post Office Protocol)



o Purpose: Used for retrieving emails from a server to a client.
POP3 is the current version.
o Functionality:
= Downloads emails from the server to the local device.
= Once downloaded, emails are removed from the server
(unless configured to leave copies).
= Operates over TCP port 110 (POP3S over SSL/TLS operates
over port 995).
o Process:
= The client connects to the email server using POP,
downloads the emails, and stores them locally.
3. IMAP (Internet Message Access Protocol)
o Purpose: Used for accessing emails stored on a server while
keeping them synchronized across multiple devices.
o Functionality:
= Allows email messages to be stored on the server and
accessed from multiple devices (e.g., phone, laptop).
= Emails remain on the server, and actions (e.g., read, delete)
are reflected across all devices.
= Operates over TCP port 143 (IMAPS over SSL/TLS
operates over port 993).
o Process:
= The client connects to the server, views emails, and
synchronizes any changes made across devices.

TELNET and FTP
TELNET (Telecommunication Network)

« Definition: A protocol used to provide remote access to a server or
device over the Internet or a local network.
« Purpose: Used to remotely log into another computer and manage it via a
command-line interface.
« Functionality:
o Provides a terminal emulation service to the client.
o Typically used for administration and troubleshooting, though it is
not secure (data is transmitted in plaintext).
o Operates over TCP port 23.

FTP (File Transfer Protocol)



« Definition: A protocol used to transfer files between a client and a server
over a network.
« Purpose: Allows users to upload or download files from a remote server.
« Features:
o Can transfer files in both binary and text formats.
o Supports authentication (username and password) and anonymous
access.
o Operates over TCP ports 20 (data transfer) and 21 (control).
« Modes:
o Active Mode: The server opens a connection to the client for data
transfer.
o Passive Mode: The client opens a connection to the server for data
transfer, making it more firewall-friendly.

Network Security:

Malware

« Definition: Malwares (Malicious Software) are programs designed to
damage, disrupt, or gain unauthorized access to computer systems. They
include various types of harmful software.

« Types of Malware:

1. Virus: A self-replicating program that attaches itself to files or
programs and spreads to other systems when these files are
executed.

2. Worm: A type of malware that spreads across networks without
needing to attach to a host file, often exploiting vulnerabilities in
the system.

3. Trojan Horse: A program that appears to be harmless but contains
harmful code. It often pretends to be legitimate software.

4. Spyware: Malware designed to secretly monitor and collect data
about the user’s activities.

5. Adware: Software that automatically displays or downloads
unwanted ads.

6. Ransomware: Malware that encrypts the victim's files and
demands a ransom for the decryption key.

7. Rootkit: Software that allows an attacker to maintain privileged
access to a system while hiding its existence.

8. Keylogger: Software that records keystrokes, often used to steal
passwords and sensitive data.

« Prevention:

o Use antivirus software.

o Regularly update software and operating systems.



o Be cautious about downloading attachments or clicking on links in
emails.
o Use strong and unique passwords.

Cryptography

« Definition: Cryptography is the practice of securing communication and
data by transforming it into unreadable formats, which can only be
decrypted back into its original form using a specific key.

Types of Cryptography:

1. Symmetric (Secret-Key) Cryptography:
o Involves using the same key for both encryption and decryption.
o Examples:
DES (Data Encryption Standard)
AES (Advanced Encryption Standard)
o Advantages:
Faster than asymmetric cryptography.
Efficient for large datasets.
o Disadvantages:
Key distribution can be problematic (if the key is
intercepted, the communication is compromised).
2. Asymmetric (Public-Key) Cryptography:
o Uses two different keys: a public key for encryption and a private
key for decryption.
o Examples:
RSA (Rivest-Shamir-Adleman)
Elliptic Curve Cryptography (ECC)
o Advantages:
Secure key exchange.
Public key can be shared openly, while the private key
remains secret.
o Disadvantages:
Slower compared to symmetric cryptography.
3. Hashing:
o A one-way transformation of data into a fixed-size string (hash)
that represents the original data.
o Examples:
- MD5
- SHA (Secure Hash Algorithm)
4. Digital Signature:



o A cryptographic technique used to validate the authenticity and
integrity of data.

o Uses a private key to create the signature and a public key to verify
it.

5. Cryptographic Protocols:

o SSL/TLS (Secure Sockets Layer/Transport Layer Security):
Used to secure communication over the internet.

o IPSec: Used for securing internet protocol communications.

Steganography

. Definition: Steganography is the practice of hiding secret information
within an innocuous file (such as an image, audio, or video file) in a way
that prevents detection.

« Techniques:

1. Image Steganography: Hides data within the pixels of an image,
using techniques like Least Significant Bit (LSB) encoding.

2. Audio Steganography: Hides information within the sound waves
of an audio file.

3. Video Steganography: Data is hidden within video files, using
multiple frames.

4. Text Steganography: Involves hiding information in plain text,
such as changing the spacing between words or using hidden fonts.

« Applications:

o Used for secure communications.
o Can be used for digital watermarking, where copyright information
is embedded in media.

Secret-Key Algorithms (Symmetric Cryptography)

. Definition: Secret-key (or symmetric) cryptography uses the same key
for both encryption and decryption.
« Algorithms:
1. DES (Data Encryption Standard):
56-bit key size.
= Outdated, considered insecure due to vulnerability to brute-
force attacks.
2. AES (Advanced Encryption Standard):
More secure, uses 128, 192, or 256-bit key sizes.
Used widely for securing data.



3. Triple DES (3DES):
Applies the DES algorithm three times to enhance security.
Slower and less secure compared to AES.

Public-Key Algorithms (Asymmetric Cryptography)

« Definition: Public-key cryptography uses two keys: a public key for
encryption and a private key for decryption.
« Algorithms:
1. RSA (Rivest-Shamir-Adleman):
One of the most widely used asymmetric encryption
algorithms.
Relies on the difficulty of factoring large prime numbers.
2. ECC (Elliptic Curve Cryptography):
More efficient than RSA with shorter key lengths for the
same level of security.
Commonly used in mobile devices due to efficiency.

Digital Signature

. Definition: A digital signature is a cryptographic method used to ensure
the authenticity, integrity, and non-repudiation of a message.
« Process:
1. The sender creates a hash of the message.
2. The sender encrypts the hash with their private key, creating the
digital signature.
3. The recipient decrypts the signature using the sender's public key
and compares the result with a hash of the received message.
« Purpose:
o Verifies the sender’s identity.
o Ensures that the message has not been altered.
o Prevents the sender from denying the message (non-repudiation).

Virtual Private Networks (VPN)

. Definition: A VPN is a technology that allows users to securely connect
to a private network over the internet, ensuring that the communication is
encrypted and secure.



o Types:
1. Remote Access VPN: Provides secure access to a private network

from a remote location.

2. Site-to-Site VPN: Connects two networks over the internet

securely (e.g., connecting branch offices).

« Benefits:

o

o

o

Firewalls

Enhances security by encrypting data over public networks.
Allows bypassing geo-restrictions and accessing region-restricted
content.

Ensures privacy by masking the user's IP address.

. Definition: A firewall is a network security system that monitors and
controls incoming and outgoing network traffic based on predetermined
security rules.

« Types of Firewalls:

1.

2.

Packet-Filtering Firewalls: Inspects packets of data and allows or
denies them based on pre-defined rules.

Stateful Inspection Firewalls: Tracks the state of active
connections and makes decisions based on the state and context of
the traffic.

Proxy Firewalls: Acts as an intermediary between the user and the
resource they are accessing. It can filter traffic at the application
level.

Next-Generation Firewalls (NGFW): Incorporates traditional
firewall filtering along with advanced features like application
awareness, intrusion prevention, and encrypted traffic inspection.

« Firewall Functions:

o

Access Control: Restricts unauthorized access to or from the
network.

Traffic Monitoring: Monitors traffic for signs of malicious
activity.

Logging and Reporting: Keeps logs of network traffic for
auditing and troubleshooting.

VPN Support: Some firewalls also support VPNs for secure
remote access.

Mobile Technology:

GSM (Global System for Mobile Communications):



Definition: GSM is a standard for 2G digital cellular networks used by
mobile phones and devices. It was developed to ensure seamless
communication and network integration.

Key Features:

1.

4.
5.

Frequency Bands: Operates mainly on 900 MHz and 1800 MHz
frequency bands.

. TDMA (Time Division Multiple Access): Multiple users share the

same frequency by dividing it into time slots.

. SIM (Subscriber Identity Module): Stores user data such as

contacts, messages, and network credentials.
Security: Uses encryption algorithms to protect communication.

Call Setup Time: Short call setup time, approximately 1-2 seconds.

CDMA (Code Division Multiple Access):

Definition: CDMA is a multiple access technique used in mobile
networks where each call is assigned a unique code for transmission,
allowing multiple calls to share the same frequency spectrum.

Key Features:

1.

Spread Spectrum Technology: The data is transmitted over a
broad range of frequencies.

. No Time Slots: Unlike TDMA, CDMA doesn't rely on time slots, so

users can communicate simultaneously on the same frequency.

. Signal Interference Reduction: Uses unique codes to reduce

interference.

More Efficient Spectrum Use: Higher capacity and better voice
quality compared to TDMA.

Services and Architecture of GSM and Mobile Computing

GSM Services:

1. Voice Services: Basic voice calls, conference calls, and voicemail.



. SMS (Short Message Service): Text messaging service that allows

sending and receiving short text messages.

Data Services: Includes GPRS (General Packet Radio Service) for packet-
switched data transmission.

Multimedia Messaging Service (MMS): Allows sending multimedia
content like pictures, video, and audio clips.

Architecture of GSM:

1. Mobile Station (MS): The mobile phone or device used by the

subscriber.

Base Station Subsystem (BSS): Comprises base station controllers (BSC)
and base transceiver stations (BTS), managing radio communication
between the MS and the network.

. Network and Switching Subsystem (NSS): Handles call routing, mobility

management, and user authentication.

Operation Support Subsystem (0SS): Manages network maintenance
and monitoring tasks.

Mobile Computing:

Definition: Mobile computing refers to the use of portable computing
devices like smartphones, laptops, and tablets to access information or
services over a wireless network.

Components:

1. Mobile Devices: Devices that facilitate user access to mobile
services.

2. Wireless Networks: The backbone of mobile communication,
providing connectivity.

3. Mobile Applications: Software developed for mobile platforms.

Middleware and Gateway for Mobile Computing



« Middleware: Software that acts as an intermediary between mobile
devices and applications or databases, enabling communication over a

network.

o Functions:

1.

Data Management: Handling and storing data across
distributed systems.

. Communication: Facilitating communication between

different devices or networks.
Security: Ensuring data integrity and privacy.

Session Management: Maintaining user sessions for
consistent interaction.

« Gateway: A device or service that serves as a bridge between different
communication networks, often used in mobile networks to translate
data from one format to another.

o Functions:

1.

Protocol Translation: Converts protocols for
communication between different network systems.

Data Routing: Directs data packets to the correct
destination.

Security Management: Ensures secure data transfer across
networks.

Mobile IP and Mobile Communication Protocol

Mobile IP:

« Definition: Mobile IP is a protocol that allows a mobile device to
maintain the same IP address while moving across different networks.

o Key Components:

1. Home Agent (HA): A router in the home network of the mobile
device that forwards data to the device’s current location.



2. Foreign Agent (FA): A router in the visited network that provides
routing services to the mobile device.

3. Care-of Address (CoA): The address assigned to the mobile device
while it is visiting a foreign network.

« Benefits:
1. Seamless communication during mobility.

2. No need for the mobile device to change its IP address when
moving across networks.

Mobile Communication Protocol:
e Protocols for Mobile Communication:

1. GPRS (General Packet Radio Service): Provides packet-switched
data services over GSM networks.

2. WCDMA (Wideband Code Division Multiple Access): A 3G
technology offering high-speed data and voice communication.

3. LTE (Long-Term Evolution): A 4G technology providing fast mobile
internet speeds and improved capacity.

Communication Satellites

« Definition: Satellites used for communication purposes to send signals
between distant locations on Earth.

« Types of Satellites:

1. Geostationary Satellites: Orbit at 36,000 km above the Earth's
equator and remain fixed in one position relative to the Earth's
surface.

2. Low Earth Orbit (LEO) Satellites: Orbit at lower altitudes, usually
around 500-2,000 km, providing low-latency communication.

3. Medium Earth Orbit (MEO) Satellites: Orbit at altitudes between
LEO and geostationary satellites.

« Applications:



1. Telecommunication: Internet and phone communication over
long distances.

2. Broadcasting: Satellite TV and radio broadcasting.

3. Navigation: GPS and geolocation services.

Wireless Networks and Topologies
Wireless Networks:

« Definition: A wireless network uses radio waves or infrared signals to
transmit data instead of wired connections.

« Types of Wireless Networks:

1. WLAN (Wireless Local Area Network): A network that connects
devices within a limited area (e.g., Wi-Fi).

2. WWAN (Wireless Wide Area Network): A network that covers a
broader area, such as cellular networks (e.g., LTE, 5G).

3. WPAN (Wireless Personal Area Network): A network that
connects devices over short distances, such as Bluetooth.

Wireless Topologies:
1. Point-to-Point: A direct connection between two devices.

2. Point-to-Multipoint: A single device communicates with multiple
devices, commonly used in mobile networks.

3. Mesh: Each device in the network is connected to every other device,
improving fault tolerance and performance.

Cellular Topology, Mobile Adhoc Networks
Cellular Topology:

« Definition: Cellular topology is a network design where the coverage
area is divided into cells, each served by a base station.

o Features:



Efficient Spectrum Utilization: Frequencies are reused in non-
adjacent cells to optimize spectrum use.

Mobility: Allows users to move between cells without losing
connectivity.

Handovers: Seamless transition of communication between base
stations when a user moves.

Mobile Adhoc Networks (MANET):

« Definition: A decentralized wireless network where devices
communicate directly with each other without relying on a fixed
infrastructure.

o Features:

1.

Self-Organizing: Devices can join or leave the network without any
centralized control.

. Dynamic Topology: The network topology changes as devices

move.

Applications: Used in military, emergency rescue operations, and
vehicle-to-vehicle communication.

Wireless Transmission and Wireless LANs

Wireless Transmission:

« Definition: The transmission of data over air using electromagnetic
waves such as radio, microwave, and infrared signals.

o Types:

1.

Radio Waves: Commonly used for long-range communication
(e.g., mobile networks, Wi-Fi).

Microwaves: Used for long-distance point-to-point
communication.

Infrared: Short-range communication, often used for remote
controls.

Wireless LANs (WLANs):



« Definition: A local area network that connects devices wirelessly within
a limited area.

o Key Technology: Wi-Fi (IEEE 802.11 standards).
« Components:

1. Access Point (AP): A device that connects wireless devices to the
wired network.

2. Client Devices: Laptops, smartphones, and other devices that
connect to the WLAN.

3. Security: Encryption methods like WPA2 or WPA3 to secure the
communication.

Wireless Geolocation Systems, GPRS, and SMS
Wireless Geolocation Systems:

« Definition: Systems that use wireless signals to determine the
geographic location of a device.

o Technologies:

1. GPS (Global Positioning System): Uses satellites to provide
precise location data.

2. Wi-Fi Positioning System (WPS): Uses Wi-Fi networks to estimate
the location of a device.

3. Cellular Triangulation: Determines location by measuring the
distance between a device and several cell towers.

GPRS (General Packet Radio Service):

« Definition: A 2.5G mobile data service that enables packet-switched
data transmission over GSM networks.

o Features:

1. Always-On: Provides continuous access to the internet without
the need for a dial-up connection.

2. Speed: Offers speeds ranging from 56 kbps to 114 kbps.



3. Data Applications: Used for browsing, email, and multimedia
messaging.

SMS (Short Message Service):

« Definition: A text messaging service that allows sending short text
messages (up to 160 characters) between mobile devices.

« Applications:
1. Personal Communication: Sending and receiving text messages.
2. Business: Used for alerts, marketing, and customer engagement.

3. Integration: Can be used in mobile applications for notifications
and alerts.

Cloud Computing and loT
1. SaaSs (Software as a Service):

« Definition: SaaS is a software delivery model where applications are
hosted by a service provider and made available to users over the
internet. Users access software through a web browser without the
need for installation or maintenance.

o Key Features:
1. On-Demand: Users can access applications anytime, anywhere.

2. Subscription-Based: Most SaaS platforms follow a subscription
model for billing.

3. Automatic Updates: The service provider is responsible for
software updates and maintenance.

« Examples: Google Workspace, Dropbox, Salesforce, Microsoft 365.
2. Paas (Platform as a Service):

« Definition: PaaS provides a platform allowing customers to develop, run,
and manage applications without dealing with the infrastructure
underneath.

o Key Features:

1. Development Tools: PaaS offers development tools, operating
systems, databases, and web servers.



2. Managed Infrastructure: The underlying infrastructure is
managed by the service provider.

3. Scalability: PaaS platforms allow for easy scaling of applications.
o Examples: Heroku, Google App Engine, AWS Elastic Beanstalk.
3. laas (Infrastructure as a Service):

» Definition: laaS provides virtualized computing resources over the
internet, including virtual machines, storage, and networking. Users can
rent IT infrastructure without managing physical servers.

o Key Features:

1. Virtual Machines: 1aaS allows users to create and manage virtual
machines.

2. Scalability: Resources can be scaled up or down based on
demand.

3. Cost-Effective: Pay-as-you-go pricing model for resources.
o Examples: AWS EC2, Microsoft Azure, Google Compute Engine.
4. Public Cloud:

« Definition: A public cloud is a cloud computing environment where
services and infrastructure are provided over the internet and shared
across multiple users.

o Key Features:

1. Shared Resources: Resources are shared by multiple organizations
or individuals.

2. Scalability: Public clouds can scale resources as needed.
3. Cost-Effective: Typically uses a pay-as-you-go model.

« Examples: Amazon Web Services (AWS), Google Cloud Platform (GCP),
Microsoft Azure.

5. Private Cloud:

« Definition: A private cloud is a cloud environment dedicated to a single
organization, providing more control and security over the
infrastructure.



o Key Features:

1. Dedicated Resources: Resources are not shared with other
organizations.

2. Enhanced Security: Provides better control over security and
compliance.

3. Customization: Can be customized based on the specific needs of
the organization.

« Examples: VMware vSphere, Microsoft Private Cloud, OpenStack.

Virtualization, Virtual Server, Cloud Storage, Database Storage
1. Virtualization:

« Definition: Virtualization is the process of creating virtual versions of
physical resources like servers, storage devices, or network resources. It
allows for better resource utilization and management.

o Key Features:

1. Resource Efficiency: Enables the use of multiple virtual machines
(VMs) on a single physical machine.

2. Isolation: Virtual machines are isolated from each other,
improving security and stability.

3. Flexibility: Virtualized resources can be quickly allocated or
deallocated as needed.

2. Virtual Server:

« Definition: A virtual server is a software-based emulation of a physical
server. It runs an operating system and applications as if it were a
physical server but is hosted on a hypervisor.

o Key Features:

1. Resource Sharing: Multiple virtual servers can run on the same
physical hardware.

2. Cost Savings: Reduces the need for physical hardware, leading to
lower infrastructure costs.



3. Scalability: Virtual servers can be easily scaled based on demand.
3. Cloud Storage:

» Definition: Cloud storage allows users to store data on remote servers
accessible via the internet. It provides scalable, reliable, and secure
storage solutions.

o Key Features:

1. Accessibility: Data can be accessed from anywhere with an
internet connection.

2. Scalability: Cloud storage can scale based on user needs, offering
unlimited storage.

3. Security: Data is stored securely with encryption, and providers
often include backup options.

« Examples: Google Drive, Dropbox, Amazon S3.
4. Database Storage:

« Definition: Database storage refers to the systems used to store and
manage databases. Cloud-based database storage offers scalability, high
availability, and redundancy for data.

o Key Features:

1. Managed Services: Many cloud providers offer managed database
services (e.g., Amazon RDS).

2. Scalability: Databases can be scaled based on usage, providing
more storage or computational power as needed.

3. High Availability: Cloud databases provide automatic replication
and backup for high uptime.

« Examples: Amazon RDS, Google Cloud SQL, Microsoft Azure SQL
Database.

Resource Management, Service Level Agreement (SLA)

1. Resource Management:



« Definition: Resource management involves efficiently allocating and
utilizing resources in cloud computing, ensuring optimal performance
while minimizing waste.

o Key Features:

1. Dynamic Allocation: Resources (e.g., CPU, memory) are allocated
dynamically based on demand.

2. Cost Optimization: Resources are allocated in a way that
minimizes operational costs.

3. Monitoring and Reporting: Tools are used to track resource usage
and identify inefficiencies.

2. Service Level Agreement (SLA):

« Definition: An SLA is a formal agreement between a service provider and
the customer that outlines the level of service to be provided, including
uptime guarantees, performance metrics, and response times.

o Key Features:

1. Performance Metrics: Defines measurable service parameters like
availability, response time, and throughput.

2. Penalties: Specifies the consequences if the service provider fails
to meet agreed-upon metrics.

3. Customer Expectations: Helps set clear expectations for the
service quality.

« Examples: A cloud provider might guarantee 99.9% uptime or provide
compensation for downtime beyond the specified threshold.

Basics of 10T (Internet of Things)
1. Definition:

« Internet of Things (loT) refers to the interconnection of physical devices
(objects, sensors, machines) through the internet, allowing them to
collect, share, and analyse data to improve efficiency, automation, and
decision-making.



2. Components of loT:

1.

Devices/Things: Physical objects or sensors that collect data (e.g., smart
thermostats, wearables, industrial machines).

. Connectivity: Communication protocols like Wi-Fi, Bluetooth, Zigbee,

and cellular networks are used to connect devices to the internet.

Data Processing: Data collected from devices is processed either locally
or in the cloud to gain insights.

Actuators: Devices that take actions based on processed data, such as
turning on a fan or adjusting temperature.

Applications: Software that provides actionable insights from the loT
data (e.g., smart home apps, industrial control systems).

3. Key Features of loT:

1.

4.

Automation and Control: |oT enables devices to operate autonomously,
without human intervention.

. Real-Time Monitoring: |oT allows real-time tracking of devices and

systems.

. Data-Driven Decision Making: 10T generates valuable data that can be

analyzed for improved decision-making.

Scalability: 10T systems can grow as more devices are added.

4. Examples of loT Applications:

1.

Smart Homes: loT-enabled devices like smart lights, thermostats, and
security cameras.

Healthcare: Wearable devices that monitor vital signs and transmit data
to healthcare providers.

. Industrial loT (lloT): loT devices used in manufacturing and production

lines to track performance, predict maintenance, and optimize
operations.

5. Challenges of loT:

1.

Security: Ensuring data privacy and security for a large number of
connected devices.



. Interoperability: Different IoT devices and platforms need to work
together seamlessly.

. Data Management: Handling the massive amounts of data generated by
loT devices.



